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Abstract—This paper presents a model-checking 
framework for the purpose of design and implementation of 
robust smart grid applications based on distributed 
intelligence. The paper first introduces distributed grid 
intelligence approach to smart grid automation and related 
challenges of their verification. . We then introduce the case 
study example and how model-checking can be applied to the 
presented system implemented in IEC 61499 standard.  

In the end we present the initial results of our model-
checking application to smart grid applications. The paper will 
conclude with some issues faced during the research and 
corrective steps to address these issues in future. 
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I.  INTRODUCTION  
Modelling of cyber-physical systems (CPS) [1] with block 
diagram languages is becoming a mainstream trend. A well-
known academic example of such heterogeneous modelling 
environment is Ptolemy II [2] developed at Berkeley. 
Industrial automation has been one of the sources for 
challenges in CPS design and analysis. The executable 
component architecture of IEC 61499 allows modelling 
CPS composed of physical processes (a.k.a. plant) 
combined with control and communication. The model can 
be used for validation of system-level properties before 
deployment.  

Smart Grid [3] can be viewed as on such CPS. The term 
smart grid is used to denote novel power distribution 
infrastructure (grid) enhanced with latest computer and 
communication technologies that is being widely 
investigated worldwide as the replacement for current 
systems. It is intended that it will prevent the cascading 
failures and blackouts that currently occur, as well as 
allowing the easy integration of renewable energy sources 
such as wind, solar, and geothermal generators, together 
with the widespread use of electric vehicles. Current grid 
architecture with centralized and hierarchical control is one 
of the principal barriers to microgeneration (e.g. via solar 
photovoltaics) at the household level.  

The Smart Grid concept has been widely researched and 
prototyped in the last decade. Investigation towards the 
sustainable and efficient energy delivery system, has 
identified two significant paradigm shifts [4]. The future 
infrastructure should be ready for wide spread of distributed 
renewable energy resources (RES) and bi-directional energy 

flow. In order to integrate components of the future grid 
such as distributed renewable energy resource (DRER), 
Plugin Electric Vehicle (PEV) and distributed energy 
storage device (DESD), the grid needs to be smarter. The 
Smart Grid promises efficient, sustainable and reliable 
electricity infrastructure, where every member of the grid 
(consumer, energy retailer, operator and generation.) is an 
active participant in fast-paced real-time energy market. 
While the creation of ‘distributed nervous system’ 
architecture for the grid is still in the research domain, great 
effort is being undertaken to bring advanced research results 
into industrial practice. Our team has recently championed 
the development of a new SmartGrid multi-agent 
automation architecture, based on decentralized intelligent 
decision-making nodes [5, 6] and utilizing several advanced 
embedded computing and software technologies, such as 
function blocks[7], software agents [8, 9] and 
communications [10]. 

The Future Renewable Electric Energy Delivery and 
Management (FREEDM) centre is a part of the world’s 
research effort to realise Smart Grid. FREEDM project 
envisions the backbone of future grid to be a new power 
distribution infrastructure, allowing for integration of Smart 
Grid components in a "plug and play" manner and enabling 
bi-directional flow of electricity. This new energy delivery 
infrastructure forms the "Energy Internet" [4]. 

To control such a complex infrastructure, the FREEDM 
system needs to perform energy and power management, 
energy dispatch, dynamic reconfiguration, power balancing, 
maintaining system stability and reliability, fault 
identification and location (self-healing), and managing 
business policies while maintaining security of grid 
participants. Within the FREEDM context, these 
functionalities constitute Distributed Grid Intelligence 
(DGI).  

FREEDM also emphasizes on the Robustness of the 
DGI applications. Towards the goal of achieving robustness 
in DGI applications, in this paper we present a model 
checking approach to check robustness of two DGI 
applications implemented using IEC 61499 reference 
architecture.  

Modelling of smart grid systems with block diagram 
languages is becoming a mainstream trend [11-15]. The 
function block architecture of the IEC 61499 standard [7] is 
based on the event-driven block diagrams and is used for 
modelling and implementation of distributed automation 
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(house) load of the SST (represented by XActual). Actual 
load is defined as the difference between total load 
consumption (represented by XLoad) and total load 
(power) production by the energy resources (DRER) 
(represented by XDRER), i.e   

 ஺ܺ௖௧௨௔௟ ൌ  ܺ௅௢௔ௗ െ  ܺ஽ோாோ (3)

2) An IEM node is considered to be in a Low state (excess 
load, i.e. Supply), if actual load is less than Threshold, 
i.e. XActual  < Threshold. It is thought to be in a High 
state (inadequate load, i.e. Demand), if actual load 
exceeds the Threshold, i.e. XActual > Threshold. 
Threshold is defined based on an optimization heuristic. 
In any other cases, the IEM is in a Normal state (has 
just sufficient load); 

3) The IEM node in a Low state then communicates with 
the IEM node in a High state for power migration 
following the state chart as shown in Fig. 2 

Complete algorithm details can be found in [22].  

 
Fig. 2: State diagram of a distributed load balancing scheme [22] 

III. FOMRAL VERIFICATION AND MODEL CHECKING 
Formal verification is an act of proving or disproving an 

algorithm with respect to some specification or property. 
 Model-checking is one such formal verification approach 
introduced in early 1980s by Clarke and Emerson [16, 17]. 
A model-checker generates state space of the model that 
includes all or some states and transitions. Each path in the 
state space corresponds to one system’s run or a single test 
case. Model-checking has three notable advantages:  
1. It enables the unsupervised automatic verification process 

of a system; 
2. It identifies system failure via counter examples(a scenario 

(state trace) that breaks the safety property of the system); 
and 

3. It makes use of temporal logic for specifications so that 
model checker can automatically check for different 
properties (including safety properties). 

While model-checking is hungry on computational 
resources, it has been successfully used in other adjacent 
areas of computer systems engineering, such as hardware 

design, thus proving its ability to handle problems of 
reasonably large complexity[23, 24]. This suggests that it 
can be also applied in the industrial automation domain, and 
there have been impressive number of research projects 
towards this goal such as [18, 25]. Block-diagram system 
models have been formally modelled by Bae, K. et al.[26], 
and IEC 61499 has been modelled using various formalisms 
[27-29]. In works [30-32] modelling and verification of 
closed-loop automation systems using NCES was described. 
In work [33] the methods to model Petri net in SMV [34] 
were proposed.. In [35] a new modelling approach was 
proposed based on abstract state machines (ASM) that 
allowed application of the most developed SMV model 
checker. The latter enables modelling and verification of 
more complex system specifications with arithmetic 
computations. In this paper, we use the methodology 
presented in [35]. 

IV. ROBUSTNESS REQUIREMENTS 

A. IFM 
The following requirements were derived from the actual 
robustness requirements that were drafted for the IFM. More 
of the Robustness requirements can be found in [36] 
REQ1.  The system shall have ‘n’ number of isolated fault 
tolerant zones. 

REQ2.  Each IFM controller should support a differential 
protection scheme (eq.1) of the zone. 

REQ2.1.  If eq(1) does not hold for 10 consecutive readings, 
fault is triggered. 

REQ2.2. If eq(1) holds, then counter (used in REQ2.1 will be 
reset) 

REQ3.  Each IFM controller should support a overcurrent 
protection scheme (eq.2)  of the entire system (all the zones, 
Zone 0 in our nomenclature). 

REQ3.1. If eq(2) does not hold for 20 consecutive readings, 
fault is triggered. 

REQ3.2. If eq(2) holds, then counter (used in REQ3.1will be 
reset).  

B. Load Balancing 
REQ1.  If there is a zone with excess power and a zone in 
need of power, the load balance must happen.  

REQ2.  The actual load in the zone must be less than the 
threshold for a zone with excess load. 

REQ3.  The actual load must be greater than the threshold 
for a zone in need of additional load. 

C. CTL Properties for model checking the IFM and Load 
Balancing 

Table 1 below summarizes the CTL properties that are 
checked for the IFM use case and Table 2 summarizes the 
CTL properties for Load Balancing use case. 
 



Table 1: CTL properties to be satisfied for the IFM case 

Tests CTL Properties 

If sum of currents is 
non zero (± ߝ), 
differential_counter is 
incremented 

௞൐݉ݑݏሺܩܣ ՜ ߝ ሺ݂݀݅ܺܧ ௖݂௢௨௡௧ೖ ൅ ൅ሻሻ 

If current is greater 
than a threshold, 
overcurrent_counter is 
incremented 

ሺሧܩܣ ݅௞௜
଴൐ ߱ ՜ ௖௢௨௡௧ೖ൅ݐ݊݁ݎݑݑܿݎ݁ݒ݋ሺܺܧ ൅ሻሻ 

If overcurrent_counter 
reaches n (n = 20 in 
our example), trigger 
overcurrent_fault 

௖௢௨௡௧ೖݐ݊݁ݎݑݑܿݎ݁ݒ݋ሺܩܣ ൌ 20՜  ௞ሻሻݐ݈ݑܽܨܥሺܱܺܧ

If differential_counter 
reaches n (n = 10 in 
our example), trigger 
differential_fault 

ሺ݂݀݅ܩܣ ௖݂௢௨௡௧ೖ ൌ 10՜  ௞ሻሻݐ݈ݑܽܨܨܨܫܦሺܺܧ

If either different_fault 
or overcurrent_fault 
trigger zone fault 

ש ௞ݐ݈ݑܽܨܨܨܫܦሺܩܣ ௞՜ݐ݈ݑܽܨܥܱ  ௞ሻሻݐ݈ݑܽܨ݁݊݋ሺܼܺܧ

Resetting of the 
counter 

ܩܣ ቀ݉ݑݏ௞൏ ՜ ߝ ൫݂݀݅ܺܧ ௖݂௢௨௡௧ೖ ൌ 0൯ቁ ܩܣሺሧ ݅௞௜
଴൏ ߱ ՜ ௖௢௨௡௧ೖ൅ݐ݊݁ݎݑݑܿݎ݁ݒ݋ሺܺܧ ൅ሻሻ 

Where, ݇ is the zone and ݅ is the current in the zone. ݉ݑݏ௞ 
refers to the summation used in eq(1). ݂݀݅ ௖݂௢௨௡௧ೖ is the 
counter as referred to in REQ2.1. ݐ݊݁ݎݑݑܿݎ݁ݒ݋௖௢௨௡௧ೖ is the 
counter as referred to in REQ3.1. ݐ݈ݑܽܨܨܨܫܦ௞ is the 
differential protection scheme fault and ܱݐ݈ݑܽܨܥ௞ is the 
overcurrent protection scheme fault. 
 
Table 2: CTL properties to be satisfied for the Load Balancing case 

Tests CTL Properties 
Invariant 
holds[37] ܩܣ ൭෍ ݄݄݅݃௞௞

଴ ൅ ෍ ௞௞ݓ݋݈
଴ ൅ ߛ݇ ൌ ݃൱ 

If a node in 
low state 
(and there is 
at least one 
node in high 
state), 
eventually 
there will be 
energy 
migration 

ሺሧܩܣ ௞௞݈ܽݑݐܿܣܺ
଴൏ ܦܰܣ  ߱ ሧ ௞݈ܽݑݐܿܣܺ ൐  ௞

଴ ߱՜ ௞ݎܽݐሺܲܵܨܧ ൌ ௞ െݎܽݐܵܲ  ሻߜ 

Where ݈ܺܽݑݐܿܣ௞ is as referred to in eq(3) and ܲܵݎܽݐ௞ is the 
load adjustment as part of the load balancing agreement[21].  
 
Apart from the above CTL properties, the following 
liveliness properties are also checked. 
1. The protection check module is invoked always. 
2. The protection check module is terminated always. 
3. Once the protection module is invoked, it must be 

termiated evetually. 

V. THE SMV MODEL OF THE IFM CASE STUDY AND RESULTS 

A. The SMV Model. 
In this section we briefly present the SMV model (important 
snippets) of the IFM system (we will not present the model 
for the load balancing) auto-generated using the Function 
block to SMV code generator developed by us.  
 
The main module declaration of the overcurrent protection 
unit is given below.  
 
MODULE overcurrentUnit(INIT_smv, REQ, INITO, 
Operate, Counter, variable_, CompareValue_, 
CounterVal_, OperateVal_, count_,  alpha, beta) 
 

The main statement that checks for overcurrent is as below 
 
next(QO):= case 

S_smv=s2_smv & Q_smv=S_REQ & NA=1 & NI=1 & 
(Current > comparevalue ): TRUE;  
S_smv=s2_smv & Q_smv=S_REQ & NA=1 & NI=1 & 
(Current <= comparevalue ): FALSE;  

 TRUE: QO; 
esac; 

 

The main module declaration for the differential protection 
is given below 
 
MODULE DifferentialUnit4(INIT0, REQ0, INITO, 
Operate, current1_, current2_, current3_, 
current4_, CountVal_, HiSet_, OperateVal_,  alpha, 
beta) 
 

The main statement that checks for differential protection is 
given below in two parts, the first calculates the sum of all 
the currents and second the comparison (same compare 
value block used for the previous case).   
 
next(sumAll):= case 

S_smv=s2_smv & Q_smv=S_REQ & NA=1 & NI=8 : 
(IntCurrent1+IntCurrent2+IntCurrent3); 

   TRUE: sumAll; 
esac; 

 
next(QO):= case 

S_smv=s2_smv & Q_smv=S_REQ & NA=1 & NI=1 & 
(Current_Sum > comparevalue ): TRUE;  
S_smv=s2_smv & Q_smv=S_REQ & NA=1 & NI=1 & 
(Current_Sum <= comparevalue ): FALSE;  

 TRUE: QO; 
esac; 
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